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Cryptography is concerned with the conceptualization, definition and construction of computing

systems that address security concerns. This book presents a rigorous and systematic treatment of

the foundational issues: defining cryptographic tasks and solving new cryptographic problems using

existing tools. It focuses on the basic mathematical tools: computational difficulty (one-way

functions), pseudorandomness and zero-knowledge proofs. Rather than describing ad-hoc

approaches, this book emphasizes the clarification of fundamental concepts and the demonstration

of the feasibility of solving cryptographic problems. It is suitable for use in a graduate course on

cryptography and as a reference book for experts.
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We all know what it means for an algorithm to compute a function, but what does it mean for an

encryption scheme to be secure? Traditionally, cryptographic schemes were suggested and

attacked based on ad-hoc criterias, for lack of a proper theoretical setting. The last two decades

have seen enormous progress in this respect. New notions were devised to harness the

computational difficulty of problems in a constructive way to achieve security (in various senses)

against all adversaries. This enabled the definition of a host of well-defined cryptographic "objects"

and investigation of their existence and relations.The planned 3-volume series aims to provide a

thorough presentation of the theory, written by a dominant figure in the field. This first volume

introduces the basic notions: one-way functions, pseudorandom generators, various



zero-knowledge proof systems and related concepts. Curiously, common cryptographic objects

such as encryption schemes and signature schemes are only briefly discussed in an appendix -- the

author has chosen to postpone these to the Volume 2 in the interest of in-depth discussion of the

simpler objects. Hence this volume does not stand well on its own, and until Volume 2 is published

the impatient reader may be disappointed. Fortunately, drafts of Volume 2 are available on-line:

[...]The presentation style is a tour de force of didactic sensitivity. The subject material is often

problematic, because the mental gymnastics required are not quite like any other field. The author is

fully aware of this, and provides ample intuitive discussion and motivation to help the reader through

the more technical parts (without compromising rigorousness).
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